IHAMATKA

B IeJISIX MPeI0TBPaIleHUus
TeJe(OHHOTr0 MOLIICHHUYECTBA

Hpxkyrek
2024

B nacrosiiiee BpeMsi, Korna JUYHbIA HOMEP
MOOMJIBHOTO TenedoHa MOXKET OBbITh y JI000ro
YJieHa CEeMbH, OT peOEHKa /10 MEHCHOHepa, clydau
Tele(OHHOTO  MOUICHHHYECTBA  MHOXArcsi ¢
KaxapiM ronoM. Kak mnpaBuio B opraHuzanuu
Tele(OHHBIX MaxXHHAIUH Y4YacTBYIOT HECKOJIBKO
MIPECTYITHUKOB, KOTOPbIE 3a4acTyl0 OTOBIBAIOT
HaKa3aHWE€ B UCIPABUTEIbHBIX YUPEKICHUSIX.
MotieHHUKY pa30UparoTcs B ICUXOJIOTHH, U YMEJIO
UCTONB3YIOT BCIO JIOCTYNHYI  HH(OpPMAIHIO,
BKJIIOYasl Ty, KOTOPYIO >KEpPTBa MOILIEHHUYECTBA
HEBOJILHO BBIAAET mpHu oOmieHuu. Yamie Bcero B
cetd TeiedOHHBIX MOIIEHHUKOB IMOMAal0TCs
MOXKUJIbIE JIFOAM WM HOJAPOCTKH, IOCKOJIbKY
MOXKUJIbIE TpaXKAaHE 3a4acTyl0  HCIBITHIBAIOT
YyBCTBO OJIMHOYECTBA M HU30JIMPOBAHHOCTH, OHU
JIOBEpYMBBI U JIETKO TOAJAIOTCS BHYIICHHIO CO
CTOPOHBI, a IOAPOCTKHU JJOBEPUUBBI B CUJTY TOT'O, YTO
elle ¢ JeTCTBa He Pa3y4yHJIUCh MEUTATh U BEPUTH B
Jyduiee.

Tak 49to x&e  Takoe  TenedoHHOE
MOIIEHHUYECTBO?
Tenedonnoe MOIIEHHUYECTBO —

BUJ] MOILIEHHHYECTBA B 00JIaCTH MH(OPMAIIMOHHBIX
TEXHOJIOTHIA, B YACTHOCTH, HECAHKIIHOHHUPOBAHHBIE
JIeWCTBUST U HEMpPaBOMEPHOE  I0JIb30BaHUE
pecypcaMu H  yCIOyraMH, XHUIIEHHE YYXKOTO
MMYIIECTBa WM MPUOOpPETeHUE MpaBa Ha UykKoe
MMYIIECTBO nyTEM BBO/IA, yAaJeHus,
MoauduKkanud  MHGOpMAIMM  WJIM  JIPYTrOro

BMeEIIIATEILCTBA B PabOTy cpeAcTB 0OpabOTKH WM
nepeaadn TAHHBIX MH(POPMALIMOHHO-
TEJIEKOMMYHUKALMOHHBIX CETEH.

Haubonee pacnpocTpaHeHHBIMU BHUIaMHU
TeIePOHHOTO MOILIEHHUYECTBA SIBIISIOTCSA
(W) (9134701115 (<

1. IIpocr06a 0 momonm

[TocTynaeTr 3BOHOK C HE3HAKOMOTO HOMEDPA,
U MOIICHHUK, NPEICTaBUBIIMCH POJACTBEHHUKOM,
3HAKOMBIM  WJIM  KOJUIeTOW  mo  pabore,
B3BOJIHOBAHHBIM I'OJIOCOM COOOIIIAET, UTO 3aJepKaH
COTPYAHHMKAMU TOJIULUU U OOBUHEH B COBEPIICHUHU
KaKoro-HUOYb MPECTYIUICHUS: XPaHEHUE OPYKHUs
WIN HapKOTHKOB, HaHECEHue TEJECHBIX
MOBPEXICHUM, XyIUraicTso, yuactue B JITIL

[anee B pasroBop BCTyIlaeT BTOPOWU
MOILIEHHUK W  TMPEACTaBISETCS COTPYIHUKOM
IIPAaBOOXPAHUTEIbHBIX OpraHoB. OH yBEpEHHBIM
TOJIOCOM COOOIIAET, YTO COBEPIUICHO MPECTYIUICHHE
, ecau Bl XoTHTE TIOMOYb, HEOOXOMMO TIPUBE3TH
ONPECIIEHHYI0 CyMMY B OTIOBOPEHHOE MECTO U
nepenarb KakoMy-JuO0 YellOBEeKy WM MepeBecTU
Ha CYET C MMOMOILBIO [UIATEKHOTO TEPMHUHATIA.

JIn6o aboHEHT momyyaeT Ha MOOMIIBHBIN
TesneoH cooOIIeHue C HE3HAKOMOIo HOMepa ¢
IpoCch0Oi TOJOXKHUTH HAa 3TOT HOMEp JIEHEXKHbIE
CpeAcTBa, MpH ITOM J00aBiseTCs, YTOObl OH He
3BoHWI. Hepenko  poGaBnsieTcss — oOpaiieHue
«MaMay, «APYyT» WU IpYyTHeE.



https://ru.wikipedia.org/wiki/Мошенничество

Bo3MoxkeH BapuaHT, KOIAa MOILICHHUK,
IIpEICTaBUBLINICS paboTHUKOM
[IPAaBOOXPAHUTENBHBIX ~OPraHoB, COOOIIAeT O
BO30Yy)K/IEHUM YTOJIOBHOTO Jena B Bamem
OTHOLIEHHH U TpeOyeT JeHbIW 3a «peLIeHue
BOIIPOCa» O €r0 MPEKpallCHUN.

B mensx mnpenorBpamieHus NPECTYIHBIX
JEWCTBUI B 3TUX CIIydasx HEOOXOAWMO IpepBaTh
pasroBOp U NEPE3BOHUTH TOMY, O KOM HIET PEYb.
Ecnu tenedon oTKIIOUEH, mOCTapaiTeCh CBI3aThbCs
C €ro KoJUIeTaMu, Jpy3bsIMH U POACTBEHHUKAMMU JJIS
yTouHeHus uHpopMamuu. Takxke HE0OX0IuMO
JeUCTBOBATh M MPH IOJYYEHUH COOOILIEHUS O
npobiemax.

B pasroBope ¢ sk00bI ¢ IpeICTaBUTENEM
[IPAaBOOXPAHUTEIbHBIX OpPraHOB, CIPOCUTE, U3
Kakoro OH otaesneHus nonuuuu. llocne 3BoHKa
cienyer HaOpath «02», y3HaTb HOMEp JEXKYypHOU
4acTW  JAHHOIO  OTHEJNEHHs WU YTOYHMTH
uHbopManuio (HampuMmep, JEHCTBUTENBHO JIH
POACTBEHHUK MJIM 3HAKOMBIH JJOCTABIIEH TY/A).

2. MomeHHnyecTBO ¢ 0OaHKOBCKUMH
KapTamMHu

Ha Tenedon mnpuxomur cooOuieHue o
OJIOKMpOBKE OAHKOBCKOM KapThl M MpeAaraercs
OecIyIaTHO IO3BOHUTH Ha OIpEAETICHHBIH HOMEp
U1 TIOJTy4€HUs MoApoOHOM MH(pOpMaLHH.

Korna aOoHeHT 3BOHUT 1O YKa3aHHOMY
TenedoHy, MOLIIEHHUK COOOILAET, YTO Ha CEepBEpe,
OTBEYAIOIIEeM 3a O0CITY)KHBaHHE KapThl, IPOU30LIEI
c6oii, a 3aTeM NPOCUT COOOIIMTH HOMEp KapThl U
[TMH-xon 115t ee mepeperucTpanum.

Bo3moxxeH BapuaHT, Korja IHpPECTYINHUK,
MPEICTAaBUBIINCHE PAOOTHUKOM OaHKa, camM 3BOHHUT
abonenty c¢ uenbio mnonyuenus [IMH-kxonma
OAaHKOBCKOW KapThl.

C wnenplo MpenoTBpalleHMs] NPECTYMHBIX
NeNCTBUM HHUKOMY He cooOuaite peKBU3UTHI
O0aHkoBckoW KapTel. Hu omHa opraHu3anus,
BKIIoUass OaHk, He BmpaBe TpeOoBarb [IMH-kos.
Jnst  Toro, 4toObl MPOBEPUTH TMOCTYMHUBIIYIO

nH(pOpMAITHIO 0 OJTOKMPOBAaHUH KapThl,
HEOOXOIMMO TMO3BOHUTh B KJIHMEHTCKYIO CIyXOy
noanepkku 6anka. Ckopee BCEero, TaM OTBETIT, UTO
HUKakuxX cOOEB Ha cepBepe HE MPOUCXOIUIIO, a
OaHKOBCKas KapTa MpOJOIDKAeT OOCIYKHBAThCS
OaHKOM.

3. 3BoHOK Ha MJATHBIH TeJie)OHHBIH
HOMeEp

Abonenty mnpuxogut SMS ¢ mpocbOoi
MEepe3BOHUTh Ha YKa3aHHBIH HOMEpP MOOUIBLHOTO
tenedona. Ilpocrba MoxeT OBITH 00OCHOBaHA
000 MPUYMHON — TIOMOIIL JPYTY, U3MEHEHHE
Tapu(oB CBS3U, NPOOJEMBI CO CBSI3bIO WIH C
0aHKOBCKOW KapTod U Tak jganee. [locme Toro kak
aOOHEHT Nepe3BaHUBACT, €ro JOJIro Jep)kKaT Ha
JIMHUH, U, KOTJa OH OTKJIFOYAeTCs, TO OKa3bIBaeTCH,
YTO C €ro CU€Ta CHUCAHBI KPYITHBIE CYMMBI.

C nenbio mNpeAoTBpalIeHUs MPECTYyIHBIX
JNEUCTBUA  PEKOMEHIYETCS HE 3BOHUTH IO
HE3HAKOMBIM HOMEpaM, IOCKOJIbKY CYIIECTBYIOT
CEpBHUCHl C IUIATHHIM 3BOHKOM (Halle BCEro 3TO
pa3BlIeKaTeNbHbIE CEPBUCH, B KOTOPBIX YCIYT'H
OKa3bIBalOTCSI 1O TenedoHy, U JOMOJIHUTEIBHO
B3MMaeTcCs IjIaTa 3a caM 3BOHOK). MOIIEeHHUKH
PETUCTPHUPYIOT TaKOW CEPBUC M PACHPOCTPAHSIOT
HOMep 0e3 MpeaynpexaeHUs O CHITHH IUIaThl 3a
3BOHOK.

4. Beiurpoim npusa

Ha moOunbpHBIN TenedoH NPUXOAUT CMC-
COOOIIIEHNE O BEIMTPAHHOM MPU3E MO0 MOCTYIaeT

3BOHOK C IO3/PaBJ€HHEM B BBIMIPBIIIE B JIOTEPEE,
aKIMM W T.I. U HEOOXOAMMOCTH CBS3aThCA C
«mpu3oBbIM» otaenoMm. [locie Toro, kak Biajenen
TesneoHa CBA3BIBACTCA C aBTOPOM COOOIICHUS
(«IpU30BBIM»  OTHEJIOM), €ro yOeXIalT B
YECTHOCTU aKIHMH M COOOINAIOT, YTO HEOOXOAUMO
IpEIBAPUTEIbHO  OIUIATUTh  COMYTCTBYIONIYIO
YCIYTy WU TOJOXOAHBIM HAJOT Yepe3 CHUCTEMY
JICHEKHBIX MIEPEBOIOB.

Eciu Bel y3Hamm o npoBeneHMM JIOTEper
TOJIKO B MOMEHT «BBIMTPBIIIA», U IIPU ITOM paHee
Bpl He 3an01H511M 3a5BKY Ha y4aCcTHE B HEM U HUKAK
HE TMOATBEP)KIAIN CBOE YUaCTHE B PO3BITPHIILE, TO,
BEpOsiTHEE Bcero, Bac mwITaloTcs OOMaHYTh.
Odopmienre TOKYMEHTOB W Yy4yacTHE€ B TaKHX
JOTepesiX HHKOTZIAa HE TMPOBOTUTCS TOJBKO TIO
teneony u UHTEpHeTY.

5. Aknus oneparopa MOOMJIbHON CBSA3H

AOOHEHT mony4aeT cooOIleHrne o0 axIuwy,
NPOBOAMMOM  €ro  MOOWJIBHBIM  OIEPaTOPOM.
Hanpumep, mnpemioxxkeHne MOAKIIOYATh HOBYIO
OKCKITFO3UBHYIO YCIYTY, IONYyYUTh Ha KaKOH-TO
Hepuoji BPEMEHU BO3MOXKHOCTh OCYLIECTBISATh
OecriaTHbIE 3BOHKH IO CTpaHe U apyrue. OmHaxo,
JUISL 3TOTO €My He0OXOIMMO BCEro JIMIIb OTOCNIATh B
cy0y  WHPOPMAIMOHHOM  TOANEPKKHA  TI0
COOOIIEHHBIM TeNe()OHaM KOJAbI HECKOJIBKUX KapT
orarel. ECTECTBEHHO, MOTOM BBISICHSETCS, YTO
oTepaTop PEKJIAMHBIX aKIIUK HE TPOBOIMI,  KAPTHI
OILJIATHI MTOTIOJTHUIIM CYETa MOIIICHHUKOB.



B umensx mnpenoTrBpamieHUs MPECTYMHBIX
JeUCTBUI HEOOXOOUMO MEPE3BOHUTH MOOUILHOMY
oreparopy Juisi yTOUHEHUS MpaBUJ aKLKUH, HOBBIX
TapuOB U YCIOBHU MPEAOCTABICHUS MOOHMILHOM
CBSI3HU.

6. Omn004YHbII MepeBo] CPeICTB

AGoHeHTy npuxoguT SMS-coolmieHue o
IIOCTYIUIEHUH CPEACTB Ha CYET, NEPEBEICHHBIX C
OMOIIbI0 ycIyru « MoOMIbHBIN nepeBoy 100 ¢
TepMuHana omiar yciayr. Cpasy mociie 3Toro
MOCTYNaeT 3BOHOK, 4YTO Ha CYeT OMUOOYHO
NIEPEeBE/ICHBI JICHBI'H U MTPOCSAT BEPHYTh UX 00PAaTHO
TeM ke «MoOUTBbHBIM MIEPEBOIOM» OO0 EPEBECTH
Ha «IpaBWIbHBIN» HOMEp. Ilociie nepeBona, Takas
’Ke CyMMa CITMCBhIBAeTCS CO cueTa aDOHEHTA, TaK Kak
MOILIEHHUK, MHCIIOJIb3Yysl Y€K, BBbIJIAHHBIM IHpu
MepeBojie JIeHEer, oOpamiaerca K oOmeparopy ¢
3asiBIEHUEM 00 OIIMOOYHOM BHECEHUU CPEACTB U
pocb00il epeBecTH UX Ha CBOW HOMED.

B wmensx mnpenoTBpalieHUs MNPECTYNHBIX
JeMCTBHI He TIof1aBaliTech Ha OOMaH U MOMPOCUTE
3BOHHUBILETO BOCIIOJIB30BATHCS YEKOM JJIsl BO3Bpara
OLIMOOYHO TepEeBEICHHBIX JCHEXKHBIX CPEACTB.

7. KoMmmeHcauusi 3a JeKapCTBEHHbIE
npenaparbl

[locne 3aka3a mo moure cCpeicTBa IS
YIAy4YlUIEeHHUs] 370pPOBbS IOCTYNAET 3BOHOK IIO
TenedoHy, B XOI€ KOTOPOTrO HEU3BECTHBII

(manpumep, IIPEICTaBUTEID MUHHUCTEPCTBA
3paBOOXPAHEHUS, HaJIOTOBBI WHCIIEKTOP,
COTPYAHHMK  IPAaBOOXPAHUTENIBHBIX  OPraHoOB)

cOO001IaeT, YTO MPUOOPETEHHBIN mHpenapar sKoObI
OKazaJcsl TOJAETKOM M MOKyHaTelio IOJO0XKeHa
KOMIICHCAIUS, HO, YTOOBI IONyYUTh ITH JCHBIH,
HEOOXOIMMO 3allIaTUTh MOAOXOAHBIM Halor ¢
CYMMBI U YKa3bIBae€TCs HOMEp cueTa, Ha KOTOPBIH
HEOOX0IMMO NEPEBECTH JCHBIH.

B memsx mpenorBpamieHusl MPECTYITHBIX
JeUCTBUI HEOOXOOMMO MPEKpaTUTh TeneOHHBIN
pa3roBOp W TMO3BOHUTH B Ty OpPraHM3AIUIO,

MIpe/ICTaBUTENIEM KOTOpOii peaCTaBUIICS
3IIOYMBIIUICHHUK TSl yTOYHEHUS WH(OpMAIUu.

8. Tenedonnbie BUPYCHI

Ha TeneoH aboHeHTa
MPUXOAUT COOOIICHUE, ISl TMOJyYeHUS KOTOPOTrO
HeoOXomuMo — mepediTm mo  cchuike.  Ilpwm
BBINIOJTHEHUHM JAaHHOM KOMaHIbl Ha Tene(oH
CKauMBaeTCsl BHPYC M IPOUCXOIUT IMOCTCIICHHOE
CIHCaHHE C HETO JICHEKHBIX CPEICTB.

Takke BO3MOXKHO, 4TO IIPH 3aKa3e KaKOu-
b0  ycIyru uepe3  «IKoObD»  MOOHIBHOTO
oreparopa WIM TP CKAaYUBAaHUU MOOMIIBHOTO

MPUIIOKEHUS aboOHEHTY MPUXOJIUT
npeaymnpexaeHue: «Bbl cobupaerech OTNPABUTH
cooOlIeHne Ha KOpPOTKUH HOMep .., M

MTOJTBEPKACHUS OTlepaliy OTIPABbTE COOOIIEHUE C
uudppoit 1, mis ormensl ¢ mudpoit O0». Ecim
coryiace ojy4eHo, TO ¢ TeJae(OHHOro cyeTa OyayT
CMMCAHBI JICHbTH.

MoOIIEHHUKH ~HCTIONB3YIOT — CHelHalbHbIE
pOrpamMMbl,  IO3BOJISIOIIME  ABTOMAaTHYECKU
TeHepUpOBaTh  THICSYM  TAaKUX  COOOIIEHHH,
CIIEJICTBUEM YETrO SBJSIETCS CIMCAHHME CPEICTB C
TenedoHOB.

B nensx mnpenoTBpamieHus MPECTYMHBIX
JIEWCTBUN HE MEPEXOAUTE MO TAKUM CChUIKAM U HE
3BOHUTE Ha HOMEP, C KOTOPOIO OTIPABIEHO
COOOIIIeHHE.

TenedoHHOE MOIIEHHUYECTBO HE CTOUT Ha
Mecte. [IpecTymHUKM TOCTOSSHHO MPHUAYMBIBAIOT
HOBBIE CIIOCOOBI OThEMa IeHel. B 7Toil cBs3HU
TOJBKO OJTUTEIBHOCTH TIOMOXET HE CTaTh YKEPTBOU
3JI0yMBIILJICHHUKA.

Ecnu xe Bel cTanum sxepTBOil TenepOHHOTO
MOIIICHHHUKA cienayer He3aMeIINTEIHLHO
00paTUTHCS B OPTaHbl TIOJHIIHH C 3asIBICHUEM.

Teaedonsnl I'Y MB/I Poccuu no
HNpkyrckou odacTu
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